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Admission Control and Performance Evaluation
for Distributed Door Entry Wireless Networks
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Abstract: In this paper, we propose a novel smart access control system for large enterprises. The proposed system performs the following
functions: (1) limits access to secured areas in a given physical facility only to authorized users, (2)provides authorized users with configurable and
differentiated access rights to the same premises based on their assigned credibility and time-schedules, (3) maintains centralized event logs with
date/time stamp for all users that have granted access to the system, and (4) keeps track of all their movement activities across the premises,
allowing for further analysis of their behaviour during working hours. All of these functions are mainly intended to: (1) be carried out automatically and
wirelessly with neither human intervention nor slowing down the organization’s workflow, (2) avoid installation cost overhead,(3) minimize the running
cost, (4) simplify system repairs and shorten it downtime, and (5) allow for future upgrades with almost little or no hardware changes along with slight
firmware code modifications. The proposed system is implemented as a prototype model that presents both the hardware and the firmware aspects
of the design. The built prototype shows success of the proposed system and hence it is promising for physical implementation in real systems at
larger scales.

Keywords: Wireless Networks, Embedded system, access control, authentication, radio frequency identification (RFID),

ZigBee, XMOS.

1. Introduction

Committee of National Security Systems (CNSS) [1] defines
the term access control as the process of granting or
denying specific requests: 1) to obtain and use information
and related information processing services; and 2) to enter
specific physical facilities(e.g., Federal buildings, military
establishments, and border crossing entrances). Physical
access control is the focus of this paper. It may come as a
surprise that modern computerized physical access control
systems are the fastest growing sector within the entire
security industry, with installations in almost all new
buildings and upgrades to existing systems at all levels [2].
In today’s environment, it's more important than ever to
deploy a building access control system with state-of-the-art
security features. The proposed system possesses the
following features, which are expected not only to combat
theft and vandalism but also to improve company
productivity and increase payroll accuracy:

- RFID technology: The proposed system employs RFID
tags as electronic keys for accessing the system. Electronic
keys imply the implementation of authenticated users’
database. If a tag is lost, it can be immediately removed
from the database and a new one can be issued. If an
employee leaves the company, his or her access rights can
be deleted within seconds. This greatly lowers the overall
exposure to risk. With respect to users, using single unique
RFID tag grants him access to all his assigned premises
within the enterprise, so there’s no chance of forgetting the
key for a particular premise. RFID tags can be read from
much further distances than other traditional technologies
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and the embedded electronic information for each tag can
be over-written repeatedly. The increased reading distance
allows for automated operation of the system without
slowing down the organization’s workflow and it is crucial
for user tracking capability. Information about employee
access, attendance, and entered premises, can then be
automatically, easily, and efficiently monitored and stored
in a centralized database for further analysis.

RFID Database

Fig 1:The basic building blocks of an RFID system

- Centralized management: the proposed system is
manageable from a central terminal (or node). This allows
for accessing the distributed autonomous remote (or door-
entry) nodes from a single monitoring platform. This
increases the overall system effectiveness and reduces
staffing requirements.

- Wireless nodes communication: in the proposed system,
the central node (or terminal) wirelessly communicates with
the distributed autonomous remote (or door-entry) nodes.
This in turn largely reduces the installation cost overhead of
the system by avoiding the hassle or wired infrastructure
required for connected the nodes with the central terminal.
Moreover, it helps the scalability of the system.

- User-level permissions: the proposed system allows the
administrator to freely assign configurable adaptive-
credibility and time-schedules to the users. This allows for
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differentiated access rights to the same premises within the
enterprise for different users. It minimizes the exposure to
risk by granting users no more site access than is necessary.

- Detailed logging: the proposed system maintains a
centralized time-stamped access log for every entry to the
enterprise, allowing for exactly knowing who accessed the
enterprise, and when they did so. This in turn provides the
company with integral automated time and attendance
management solution, which saves the employee’s labour
time, reduces payroll errors, and eliminates the costs related
and paper-based time and
management systems.

to obsolete attendance

- User tracking: the proposed system keeps track of all
users’ movement activities across the premises of the
enterprise. This provides the system administrator with all
the information necessary for potential further analysis of
the employees’ behaviour during working hours. It would
then allow for providing potential efficient salary pay
system for companies depending on the effective time spent
in work-relating premises and excluding the time spent in
the other non-work-relating premises according to specific
scheme as introduced by [3]. The tracking information
maybe later visualized on the screen, allowing for
proactively locating the employees within the enterprise.

- Future upgrades: the proposed system employs an event-
driven multi-threaded processor from XMOS as the main
controller for the nodes. The employed processor’s
architecture allows for building the system with a modular
philosophy. This not only means that the system can be
tailored to the needs of individual customers, but it also
represents an important factor for further development of
the system. Each individual module of the proposed system
can then be further refined independently of the other
modules. As a result, improvements can be introduced
continuously as soon as they have been thoroughly tested
with almost little or no hardware changes along with
minimum software modifications, always giving customers
access to the latest execution.

2. RFID Technology

The emerging technology of RFID promises to be a
comprehensive approach to a wide range of applications.
RFID technology stores and remotely retrieves data using
devices called RFID tags. A tag is a device that can be
applied to a product, animal, or person for the purpose of
identification and tracking using radio waves [4][5].The
history of RFID is integrated with the history of other
automatic data capture devices, such as bar codes [6][7]. An
RFID system basically consists of three components [8]:

- A tag (sometimes called a transponder): which is composed
of a semiconductor chip, an antenna, and sometimes a
battery.

- An interrogator (sometimes called a reader): which is
composed of an antenna, an RF electronics module, and a
control electronics module.

- A controller (sometimes called a host): which most often
takes the form of a PC, workstation, or embedded system
running database and control (often called middleware)
software.

Fig. 1 shows the general layout of an RFID system. The
RFID reader sends out electromagnetic (EM) energy that
forms a magnetic field. The microchip that reside on the tag,
which contains data for the object to which is it attached,
modulates the EM waves and generates a new series of EM
waves containing information that is read by the RFID
reader [9][10]. RFID tags can be either active or passive
devices. While both use RF energy to communicate between
a tag and a reader, the methods for powering the tags are
different. Active RFID devices are self-powered and contain
a battery within the tag. On the other hand, passive RFID
tags are inductively powered by the reader, and this power
allows it to transmit its information back [11][12][13].
Currently, many commercial applications for RFID systems
exist; RFID is already driving shifts in supply chain and
retail capabilities. Other applications include car tracking,
airport security checks (passports and baggage), tracking
pets, timing for sports, product tracking through
manufacturing and assembly, toll payment, and libraries
[14][15][16][17]. Nevertheless, one of the promising
potential applications of RFID technology includes the
improvement of access control systems. RFID offers a more
automated and informative technology that could be used
to identify persons. Employing RFID in access control
systems will not only increase convenience and improve the
enterprise productivity, but it would also allow for tracking
of who has entered the premises at a given time. Hence it
increases the building security and thus the safety of the
occupants.

However, as extensive as the possibilities of RFID
technology, its use is still limited by the anticipated
difficulties of implementation. For a typical application,
such as deployment in the proposed system, multiple RFID
readers are densely distributed throughout the premises
with a single central node (or terminal) to control the
network and manage the vast amount of data collected from
the remote (or door-entry) nodes. Because of the number of
readers transmitting their data to the central node through
hardwired
infrastructure is necessary to accommodate the data
transmission. This increases the installation cost overhead

connections, installing a complete wired

and the hassle of implementation, detracting from the
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appeal of RFID. To improve this situation, the major
ambition of the proposed system is to enable a wireless
communication between the central node and the
distributed door-entry nodes, which are spread throughout
the premises. Having door-entry nodes which are wirelessly
networked to the central node would lower the installation
cost overhead, simplify system administration and repairs,
minimize its downtime, and provide for the scalability of
the system.

3. ZigBee Technology

Enabling wireless communication between the central
terminal and the door-entry nodes has some critical design
design
implementation of the proposed system is the selection of

issues. The first critical decision in the
the wireless protocol to use. The benefits of using a
standard wireless communication protocol rather than other
available proprietary wireless protocols are obvious. A
standardized protocol functions universally. After deciding
that a standard was the best choice, the available wireless
standards were evaluated based on selected criteria. For a
viable employment by the proposed system, low power
consumption, long range, support for a large network size,
and low cost were imperative requirements.

One of the available wireless standards is the ZigBee
standard (a comparison is shown in Fig 2). While most
wireless standards are striving to go faster, ZigBee aims for
low data rates. While other wireless protocols add more and
more features, ZigBee aims for a tiny stack that fits on 8-bit
microcontrollers. While other wireless technologies look to
provide the last mile to the Internet or deliver streaming
high-definition media, ZigBee looks to control a light or
send temperature data to a thermostat. While other wireless
technologies are designed to run for hours or perhaps days
on batteries, ZigBee is designed to run for years. And while
other wireless technologies provide 12 to 24 months of shelf
life for a product, ZigBee products can typically provide
decades or more of use [18].
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Fig 2: Wireless technologies compared [18]

ZigBee is outlined in IEEE standard 802.15.4, which defines
the Physical (PHY) and Medium Access Control (MAC)

layers while the ZigBee protocol working on top of it would
perform the Network layer (NWK) and Application layer
(APL) tasks[19][20]. The PHY, MAC and NWK layers would
handle how the underlying wireless data transmission
would be carried out and how the network of RF
transceivers would be organized while the APL layer would
handle the tasks associated with each autonomous device.
The ZigBee standard employs a suite of technologies to
enable scalable, self-organizing, self-healing networks that
can manage various data traffic patterns [21].The ZigBee
Alliance is an industry association that supports the use of
the technology, enabling it for Wireless Sensor Networks
(WSNs) [22].The ZigBee standard supports multiple
topologies, namely, star, peer-to-peer, and mesh
configurations [19][23][24].

Mesh

Star

‘ ZigBee coordinator
. ZigBee Routers
O ZigBee End Devices

Cluster Tree

Fig 3: ZigBee network topologies [21]

ZigBee-compliant products operate in two main modes:
non-beacon and beacon. In beacon mode, the ZigBee
coordinator will periodically generate a super frame that is
identified as a Beacon frame. Since the emission of the super
frame implies the use of time slots, every end device must
synchronize with the super frame in the time domain. Each
end device participating in the Beacon method is assigned a
specific time slot that it can use to transmit and receive data.
Normally, the ZigBee end device in a Beacon-enabled
network will synchronize with the ZigBee Coordinator's
Beacons and wake up just before the Beacon is to be
generated, hopefully do its data transmission and reception
inside the Beacon's active time period, and go back to sleep
awaiting the next Beacon period. In contrast, the non-beacon
mode is simpler and uses peer-to-peer networks. In this
type of network, the ZigBee coordinator, and probably the
ZigBee routers, will have their radios continuously active,
requiring a more robust power supply. However, non-
Beacon-enabled network allows for heterogeneous network
in which some devices (the ZigBee coordinator and
probably the participating ZigBee routers) receive
continuously, while others (the ZigBee end devices) only
transmit when an external stimulus is detected [25].

The ZigBee technology displays three different device types
that operate in a self-organizing application network:
ZigBee Coordinators (ZC) and ZigBee Routers (ZR), which
are Full Function Devices (FFDs); and ZigBee End Devices
(ZED), which are Reduced Function Devices (RFDs). These
physical devices are used to create a ZigBee network
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[26][27]. The ZC acts as the network head and is typically
mains powered, and there can only be one PAN coordinator
in a network. The ZR, which is an FFD, can perform the
function of routing the data between the nodes. ZEDs are
the leaf nodes. They check the availability of the nodes to
send data, have minimum functionality, and are always
battery-powered [21][21]. Fig. 3 shows the mesh, cluster
tree, and star network configuration.

4. RFID versus ZigBee

RFID and ZigBee are two wireless technologies each of
which has its own developed hosts of applications
independent of the other. Each has benefits, while ZigBee
supports advanced sensor networks; RFID is suitable for
low-power wireless authentication and tracking of people.
Therefore, ZigBee is not recognized as an alternative for
RFID, but a network platform that enables RFID devices to
communicate with each other. The ambition of the
proposed system is to combine the two technologies
together to create a novel of extended features capabilities
for the next-generation physical access control systems.
Combining the two technologies, the proposed system
shows success and provides high level of scalability to be
physically implemented in real systems at large scales.
Besides, the ZigBee network enables the proposed system to
enhance the essential manufacturing factors such as
potential battery-powered hand-held access points (or door-
entries), robustness, extension of ranges for potential
scalability, and avoidance of the hassle encountered for
practical installation of such system, including installation
cost and hardwire infrastructure necessary for connecting
the nodes.

5. Software-Defined-Silicon (SDS)

The next critical design decision in the implementation of
the proposed system is the selection of the programmable
chip that would reside in the nodes to manage their
operations and could efficiently manipulate the potential
vast amount of data transferred back and forth in real-time
basis. For the proposed system to be practically feasible the
system might be challenged by potential requests for
customized and differentiated access requirements and
security levels in short time frames.The product that misses
its market window is a total waste of development effort.In
this environment two factors become crucial: flexibility and
simplicity. For many years Application Specific Integrated
Circuits (ASICs) or Field Programmable Gate Arrays
(FPGAs) allowed system designers to meet very specific
product design requirements. However, the design process
involved is complex, time-consuming and expensive.
Technologies such as microcontrollers or Digital Signal

Cost

Flash-based FPGAs
Actel proASIC

High Power

Low Power

Capability

Fig 4:XS1-L compared to popular FPGA families [31]

Processors (DSPs) provide simplicity, but they lack the
flexibility needed to meet rapidly changing market
requirements [28][29][30][31].

The newly emerging programmable chips of XMOS [32] are
selected to be the main controllers of the nodes. XMOS
delivers a technology that provides the flexibility of FPGAs
or ASICs with the design simplicity of processor-based
designs. The XCore [33], 32-bit user-defined embedded
processor developed by XMOS, significantly lowers
development time and system bill of materials cost. It
combines the code efficiency of a RISC processor, the
computational performance of a DSP, and the unique
flexibility of implementing all peripherals through user-
defined “C” software. Fig. 4 shows the XS1-L family (single
XCore) with respect to the price, capability (capacity and
performance) and power consumption compared to various
FPGA device families. A single core XS1-L device offers a
capacity for general digital logic implementation roughly
comparable to an FPGA having 7-20K logic elements
(roughly 70K-200K ASIC gates) [31].

XOMS delivers a new class of programmable semiconductor
which it calls Software-Defined-Silicon (SDS) [34]. SDS
provides not only software programmability, but also
hardware re-configurability through an event driven, multi-
threaded processor array on a single chip which possesses
high level of performance and flexibility. The XCore
processor runs multiple real-time tasks simultaneously
using hardware threads and it is yet capable of performing
low level and real-time tasks, allowing for the
implementation of entirely software-driven hardware
interfaces.

Table 2: Interface Examples
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Thanks to SDS technology, the proposed system is built with a
modular philosophy. The node architecture composes of
independent hardware modules which are all interfaced to the
XMOS chip that resides in the node. The XMOS chip then
takes the role of the co-operation management of the modules.
This means that it is extremely simple to add, remove, or
update hardware modules of the node to fit differentiated
customer needs with each module of additional functionality is
implemented as an independent module with almost little or no
hardware changes along with slight firmware code
modifications. This not only simplifies repairs and servicing of
the system and shortens its downtime, but it would also give us
exceptionally wide choices that enable the system to be
customized to fit special demands as well as potential future
upgrades. Upgrading and evolving a product often requires the
addition of new silicon devices on the PCB which brings with
it significant verification work. However, being able to modify
the features of the system without changing the physical
hardware design is valuable in saving time and money. The
benefits of developing multiple products from a single
hardware platform using a firmware change to add, remove or
modify features are well known, however this has previously
been too expensive for high volume products. SDS differs
from existing technologies by taking an entirely software
approach to provide configurability and programmability. It
uses small arrays of processors instead of large arrays of gates
with the benefit that the silicon area and hence cost is
dramatically reduced [35]. Table 1 list a range of interface
examples and compares the utilization of XCore resources and
FPGA logic elements required to implement the protocol [31].
The proposed system utilizes UART, I1°C, and SPI software-
driven serial protocols to interface to the hardware modules
that reside on the node.

6. System Model

In this section, the proposed system operation is
summarized. System-level requirements and considerations
are analyzed. The proof-of-concept autonomous nodes are
developed.

6.1 System Analysis

The proposed system consists of a central node (or
terminal) and a set of autonomous door-entry nodes (or
access points) which are wirelessly networked to the
node via the IEEE 802154 wireless
link. The central provides
centralized system configuration and monitoring, as well
as authorized users’ database administration. It is also
obligated to maintain centralized time-stamped event
logs of all authorized users that have granted access by
the system along with detailed footprints of all their
movement activities
enterprise, allowing for potential further analysis of their
behavior during working hours. The door-entry nodes
are spread at the main entrance gates of the enterprise,
secured offices’ doors, and wherever user tracking is
required to be maintained by the system. Fig. 5 depicts
the proposed system model. For an enterprise employing
the proposed system, a user, according to his pre-
assigned credibility and time-schedule, may be
authorized to access certain areas during certain times,
and otherwise prohibited to do so. For instance, an
employee may be granted access to his office all day, but

central

communication node

across the premises of the

only allowed access to some work-relating premises
during working hours, and never allowed access to other
premises. The system will be obligated to automatically
maintain each employee with his assigned access level. If
the employee were to quit his job, he could either be
forced to hand in his RFID card, or more desirable in case
the card was forgotten or lost, have his RFID card
disabled.

User carrying
RFID tag for
entry

Fig 5: System Model

In general, the system is considered to be an online
system if the door-entry nodes are able to go online and
query a centralized database from the central terminal
whether a person is granted access or not. Conversely, it
is considered an offline system if the door-entry nodes
already have all the data necessary for making the
decision without going online. Consequently, reliability
concerns differ for an online system, where
communication between the door-entry nodes and the

central node becomes sensitive to system operation,
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compared to in an offline system where accommodation
and protection of the local storage of information within
the door- entry nodes become critical instead.

In the proposed system, different combinations of online
and offline operations are implemented. The proposed
system is developed to have offline capabilities for user
authentication session but be wirelessly maintained for
centralized system configuration and monitoring, users’
database administration, and access logging. Offline
capabilities have the advantage of not depending upon a
functioning network which in turn delivers higher
reliability and times, allowing for
continuous and smooth system operation with neither
overwhelming the wireless network nor slowing down
the organization’s workflow. Nevertheless, because of

lower access

the wireless functionality possessed by the system, full
online operation may then be easily implemented at a
later stage by simple firmware updates.

With offline capabilities in mind, the door-entry nodes
must then have all the hardware necessary to support
full offline operation. Each door-entry remote node must
then be able to accommodate memory large enough to
store the wusers’ permissions and time-schedules.
Moreover, each remote node must of course also be able
to keep track of what time it is, so that it can be
determined whether a user is to be allowed entry at that
time or not. For this reason, it is necessary to incorporate
a real-time clock into each door-entry node. All of this
functionality may simply be left out for a full online
version of the proposed system, as the door-entry node
can then simply goes online and queries for information
from the central node whenever it needs to. In such case,
the real-time clock and the on-board memory might be
removed, reducing the hardware cost somewhat. These
average
consumption of the door-entry node, which, along with

changes would also lower the current
its implications, would then of course also need to be

examined.

In order to give a more thorough picture of how the
proposed system works, a few main concepts need to be
defined and explained:

- Time-Schedule: A time-schedule is an interval in time,
during which the door, where an access point is resided,
is just accessible for specific users, as shown in Table 2.
Note that while TS1 has both date and time restriction,
TS2 has just time restriction, whereasTS3 has just date
restriction. However, TS4 possesses neither date nor time
restriction, allowing for ultimate unrestricted access to
the premises. In the proposed system, time restriction
schemes are fully customizable and unlimited schemes

can be created, allowing for meeting the ever

differentiating customer demands.

Table 2: Time schedules

Time Interval

Time
Schedule

From To

Time Date

07:30:00 | 21/03/2011
15:15:00

01/01/2011 15:15:00

23:00:00

11/07/2011 09/08/2011

- User credibility: user credibility is a collection of door-
entries allowed for access to specific users, as shown in
Table 3.Each door-entry may belong to single user
credibility or more and it is then aware of which user
credibility it belongs to. User credibility belongings are
used as a way of addressing a cluster of door-entry
nodes when intending to remotely transmit the same
data to all of them by the central terminal, for example
while administering access rights for a new employee.

Table 3: User Credibility

- Access zone: An access zone refers to the association
of user credibility’s (UCs)with time-schedules (TSs), as
exemplified in Table 4.

Table 4: Access zones

Time Schedule

- Access level: Access level refers to the association of
each user with one or more access zones (AZs),
allowing each user to have differentiated access rights
to each of the premises within the enterprise, as
exemplified in Table 5.

Table 5: Access levels

ALl . .
AL2 .
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The administrator setting up the proposed system using
the central node might start by first dividing the
premises of the enterprise (or equivalently the door-
entry nodes that reside at the entrance gates of the
premises) into groups (UCs), each of which may include
one or more of the door-entry nodes (Ns). The created
groups (UCs) may overlap, allowing one or more of the
nodes (Ns) to be included in different groups (UCs). This
in turn allows different users to have differentiated
access rights to the same premises. The administrator
would then start determining the time intervals during
which different users are allowed to access certain
premises (UCs), creating what is called time-schedules
(TSs). Afterwards, the
associating each group (UC) to a specified time-schedule
(TS), creating what is called access zones (AZs). The
administrator might then continue going through the list

administrator could start

of authorized users, assigning to each of them an access
level (AL) consisting of some of the access zones they are
to be authorized to enter during specified time interval.
This user-specific data will be wirelessly loaded to the
local storage memories that reside on each of the
belonging nodes.

6.2 The Central Node

As a first step to achieve the goal of the proposed system,
the central node is a necessity. As mentioned earlier, the
general responsibilities of the central node are to:

¢ Provide commands to the distributed autonomous door-
entry nodes that would maintain the ZigBee network,

e Provide centralized system configuration and monitoring,
as well as centralized users’ database administration,
allowing for wireless door-entry nodes manageability and
ease of system operation and maintenance,

. Provide centralized time-stamped access logs for
all users that were granted access by the system along with
detailed footprints of all their movement activities across
the premises.
The central node continually evolves throughout the design
process of the system. Its software is worked on and
updated at each phase of the design process. In addition,
the central node firmware, unlike that of the door-entry
nodes, features a graphical user interface (GUI). The
firmware can be upgraded to understand additional
desired in later phases of
development and upgrades.

commands as system

Host
Computer

Fig. 6: Hardware architecture of the central node

Consequently, the system shows high level of flexibility to
anticipate future needs and developments. As a result, the
system would be customized to provide exactly the right
access control for specific application with the ability of
future upgrade of the system at the same high level
performance and minimum cost.

Moreover, the central node provides debugging and
communication interfaces. It has the ability to be connected
to a personal computing device (laptop or desktop) either
through either USB interface for further
development and firmware code modification or RS232
interface for potential visualization of the tracking
information on the screen, allowing for proactively locating
the employees within the enterprise. The hardware
architecture of the central node is shown in Fig. 6.

system

6.3 The Door-Entry Node

In typical application of the proposed system, door-entry
nodes are installed near the main entrance gates of the
enterprise, office doors, and wherever user tracking is
required to be maintained by the system. Door-entry nodes
represent small and simplified version of the central node
with respect to hardware architecture and code complexity.
In contrast to the firmware of the central node, the firmware
of the door-entry node system
administration nor user configuration programmability
session since the door-entry nodes depend on the central
node automatically updating their local storage memory
with the employees’ access rights database. The remote
node comprises of the same 2.4GHz wireless ZigBee
transceiver, XC-1A development card, real-time clock, and
EEPROM of the central node. Besides, it contains relay
control circuitry that automatically unlock an electric door
strike if a specific employee is authenticated for access. The
alphanumeric keypad that resides on the remote node is
used by the employee at the main entrance gates of the
enterprise to enter his assigned authorization password
when prompted by the system after his RFID card is
successfully authenticated for access. Authorization process
is disabled within the enterprise and employees just need
their RFID cards to be successfully granted access to the
premises associated with their assigned access level. Fig. 7
shows the hardware architecture of the door-entry node.

includes neither
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6.4 Nodes Communication

In the proposed system, the central node takes the role of
ZigBee coordinator while the door-entry nodes take the role
of either ZigBee routers or end devices. The central node
and the distributed door-entry nodes communicate using
non-beacon enabled network, where every node that is
participating in the network has the ability to transmit at
any time the channel is open. The ZigBee coordinator, and
probably the ZigBee routers, will have their radios
continuously active, requiring a more robust power supply.
The ZigBee module that resides on the central node may
receive constantly, since it is connected to the mains supply,
while the probably battery-powered door-entry nodes
would remain asleep until either the sleep period is elapsed
or an RFID tag is detected at the vicinity of the RFID reader
that reside on that node. Upon wake-up, the door-entry
node will poll its parent to see if there are any incoming
messages from the central node waiting for it. These
messages may be node configurations, updates of the
employees’ access rights database, or simply status check of
that door-entry node. On the other hand, once an RFID card
is detected, the door-entry node wakes up and send a time-
stamped access log entry of the recently authenticated
employee to the central node. Fig. 8 depicts the flow
diagram of the communication between the central node
and the door-entry node.

Human Interface Devices (HID)
=
3
0
)
)

oooo

. =
H
o]=]~

Paaite (36 Intertace

£
Sl
RFID
Card

Electronic

door strike

Host Computer

Fig 7: Hardware architecture of the door-entry node

7. Conclusion

In this paper, a novel of extended-features capabilities for
the next-generation smart authentication and access control
systems are introduced. The proposed system allows for not
only limiting access to areas in a given physical facility just
to authorized users, but italso provides the system
administrator with configurable adaptive credibility and
time schedule schemes, allowing for differentiating access
rights to the same premises for different users. Moreover,
the proposed system helps take control of the employees’
behaviour during working hours by keeping track of all
their movement activities within the premises, allowing for

potential further evaluation of their performance and
efficient salary pay system for companies.

The proposed system employs RFID technology, ZigBee
wireless communication standard, and programmable chips
from XMOS to achieve the designated purpose of the
system. It delivers a working prototype, including the
hardware and firmware, necessary to allow for further
development of the system.

Thanks to XMOS technology, yet the system has the
potential for more advanced features to be implemented
and integrated to it that could meet the ultimate perspective
security requirements, options,
topology. Moreover, the modular philosophy possessed by
the proposed system allows it to be tailored to meet the ever
differentiated customer needs in short time frames with
efficient use of hardware components and minimized
software development budget. As a result, each customer
would be guaranteed to get his tailored-made cost-effective
system that should be just good enough to cover his current
requirements with the ability of future upgrades at the same
high efficiency and low-cost level.

access and network

Door-entry node

pemenea (e
Configure as router {optional)

RFID Card is
detected?

No

Wake time Y
elapsed?

No

Central Node

Permit other nodes
tojoin the network

A message
received

from door-
entry node?

Transmit Yes Poll for
incoming
message

message to
door-entry?
Yes
l—) Process the message

Fig. 8: Communication flow diagram between the central node and the
door-entry node
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